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Log-on Procedure
The Single Sign On is an Active Directory environment that is preset for the WEBS Enrollment installation.
The following characteristics apply when Single Sign On is enabled.
•

The user is automatically authenticated in WEBS by logging into IKROme.

•

The WEBS Logon window does not appear.

•

The WEBS session does not time out.

•

There is no Log off link in the WEBS Enrollment window.

•

Access to WEBS Enrollment is denied when the following conditions exist:
o

The ARISS user does not have a WEBS role assigned.

o

The workstation computer is not in the domain.
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3

The drop-down menu below allows you to choose the language for the application and site navigation.

The BioCore Services and the Livescan buttons appear in the upper-right corner of the Home window. The
following table describes the WEBS status that the user can detect and the button combinations that
appear in the Home window for each status.

Title
Help

Check Status

Image

Action
Click the Help icon to see help for the window or feature where the
button appears.
Click the BioCore Services refresh button, the browser refresh button or
the Livescan button. When the circle moves the status check is started.
The image indicates the active status.

Active

WEBS Enrollment

•

The BioCore software is present in the workstation.

•

The BioCore Service is started.

•

The workstation is licensed to connect to the WEBS server and
create enrollments.
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Title

Image

Action
Click the BioCore Services refresh button, the browser refresh button or
the Livescan button. The Not Active image appears. The image indicates
the BioCore Service is not active. This can mean that the BioCore
software is not downloaded or the BioCore Service is not
started. Contact your administrator for instructions how to start the
BioCore Service.
The following steps download the BioCore software.
1.

Click the Download button to download the BioCore service. The
program checks the local BioCore version with the latest version on
the server. If the server version is later than the local version, a
reminder message appears to update the BioCore. The user can
delay the update and continue. The reminder message appears
again when the user starts to capture fingerprints.

2.

Follow the instructions on the screen to complete the download of
the BioCore service. When the download is complete, the Active
image appears.

Not active

BioCore supports the Windows operating system (32-bit or 64-bit).
BioCore does not download if an operating system other than Windows is
detected. An error message appears: OS not supported.

Not licensed

Click the BioCore Services refresh button, the browser refresh button or
the Livescan button and the Not licensed image appears. This image
indicates that the BioCore Services is started and the user is not licensed
to connect to the WEBS server.
Click the Add License button. You see the Check status image. When the
license is assigned to the user, the Active image appears.

Click the BioCore Services refresh button, the browser refresh button or
the Livescan button and the Device Not Connected message appears.
The fingerprint scanner has no electrical power or the scanner is not
connected to the computer.

Device not connected
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1.

Make sure that the power supply is connected to the source of
electrical power.

2.

Make sure that the scanner is connected to the power supply.

3.

Make sure the scanner is connected to the computer.

4.

Click the BioCore Services refresh button, the browser refresh
button or the Livescan button.

5.

When the Active status appears, continue with your workflow .

6.

Contact the supervisor If the Active status does not appear.
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Title

BioCore not ready

Image

Action
The user takes an action at the same time the BioCore services initialize
the scanner. The error results from the competition for the BioCore
services. This error is rare.

•

Click the BioCore services refresh button, the browser refresh
button or the Livescan button to return to the Active state.

The program detects that the version of BioCore on the server is newer
than the version of BioCore on the workstation. The program alerts the
user as shown in the illustration.

•

Click the Download button to upgrade to the newest version of
BioCore. The workstation returns to the Active state.

New BioCore update
available

No licenses available

Not active - no
licenses available

If the user ignores the upgrade and continues, the program warns the
user that unexpected behavior can occur during the enrollment.

All the licenses are assigned to other users. Contact the administrator.

The BioCore Service is not started or BioCore is not downloaded. All the
licenses are assigned to other users. Without a license the user cannot
use WEBS until the administrator makes a license available.

The workstation computer is not in the intranet trusted zone.
Access denied

No license found

License error

WEBS Enrollment

In an Active Directory installation, the Windows user does not have a
correct WEBS Enrollment role. Contact the Administrator.

Contact the administrator to make a license available.

The license files may be corrupted. Contact the administrator.
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The menu bar appears on all the WEBS windows and contains the following menu buttons.

Button Description
Home Click this button to go to the Home window.
Enrollment Click this button to start the enrollment process.
Click this button to see a list of the enrollments created by the user and other
History users in the same group.
The Administration menu is visible to an administrator. Click the arrow to see a
Administration drop-down menu that contains Groups, Users, Workspaces, Licenses, Activity
Log and Settings.

The username button appears to the right of the Menu bar. The username of the current user appears
on this button. A drop-down menu appears.

Option
Log off

Description

Click the Log off button to leave the WEBS program.

The Help button is in the upper right corner of the window. Click the Help button to see the Help dropdown menu. This menu contains the following selections.

Selection Description
Documentation
Support
About

WEBS Enrollment

Click this button to open the online help for WEBS.
Click this button to see contact information for Cross Match Technical
support.
Click this button to see the window that contains the version number of the
WEBS and the address of the Cross Match Technologies Web site.
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The Enrollments section contains two buttons.

Button Description
Create an
enrollment

Click this button to go to the Workspaces window and start the
enrollment.

View the
enrollments

Click this button to go to the History window.

The Users area offers quick access to common user features. The section contains two buttons.

Button Description
Create a user
View the
users

Click this button to go to the Create a User window.
Click this button to go to the Users window where you can see a list of the users
in your group.

This area is only visible to users who have successfully logged into the application and who are approved to
use the system. The Help area contains the following buttons.

Button Description
Documentation

Click this button to open the main online Help for WEBS.

Support

Click this button to see information about the Cross Match Technical Support.

Versions

Click this button to see the version numbers for all the components of the
Cross Match WEBS applications.

About

Click this button to see the version number of the WEBS Enrollment.

Fingerprint types
Most rejected submissions are caused when a user does not recognize a correct fingerprint image. Correct
fingerprints must show the type of the fingerprint and include as many identifying characteristics as possible.
The following are the three fingerprint types.
• Arch
•

Loop

•

Whorl

WEBS Enrollment
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Fingerprint image quality
A number of conditions can affect image quality. The following list contains conditions you are likely to encounter
while capturing fingerprints. Click a condition to see the characteristics of the associated image and a suggested
remedy.
• Sweaty or Wet Fingers
The image of a wet finger contains black areas with no definition.

Correction: Dry each finger and clean the silicone pad or the platen after each capture.
•

Dry Finger
A dry finger has white areas and breaks in the definition of the ridges.

Correction: Wipe each finger with a moist towel.
•

Fingers Positioned Too High or Too Low on the Prism
A finger that is high on the platen does not display the fingertip.

Correction: Put the finger lower on the platen.
If the finger is put too low on the platen, the crease does not appear.

Correction: Put the finger higher on the platen
WEBS Enrollment
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•

Not Enough Side-To-Side Coverage
If the print is narrow, the deltas do not appear.

Correction: Make sure to capture the fingerprint from one edge of the nail to the other edge of the nail.
•

Person stands in the Wrong Spot
When the position of the person is not correct, the fingerprint can tilt.

Correction: Make sure the person stands in front of the scanner. Keep the arm in a position that gets an image
that is parallel to the edges of the platen.
•

Extremely Cone-Shaped Fingers
A fingertip in the shape of a cone returns an image that does not record parts of the fingerprint, normally those
parts close to the fingertip. This problem can happen when you capture a rolled fingerprint.

Correction: Increase the pressure on the tip of the finger and keep the pressure steady throughout the capture..

WEBS Enrollment
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•

Soft Fingers
A soft fingerprint appears like the print from a wet finger.

Correction: When you capture the fingerprint, decrease the pressure on the finger. Make sure to keep correct
pressure on the platen.
•

Dirty or Greasy Silicone Membrane or Platen
Dirt or grease on the silicone membrane can cause marks to appear in the fingerprint image. Refer to the
Maintenance chapter in manual for the scanner for instructions on how to clean the silicone membrane and the
platen.

WEBS Enrollment
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How to capture fingerprints
You must understand the correct method to capture a fingerprint. In this topic, you learn the method for both flat
and rolled fingerprints.
A correct method includes the following characteristics.
• The correct fingers to include in the fingerprint
•

The correct pressure to apply to the fingers

A flat print is easy to capture. To capture the best flat print, put the finger flat on the platen and apply the pressure
needed to create an acceptable image. The illustration shows a flat fingerprint of a thumb on the left and a rolled
fingerprint of the same thumb on the right. The shape of a rolled fingerprint is different from a slap fingerprint.

The capture program shows you the fingers to put on the platen and uses color indicators in the capture window to
show how to adjust the pressure on the fingers. The program senses when the image is acceptable and captures the
print automatically.
Use the following procedure to capture a set of flat fingerprints.
1. Put the fingers of the indicated hand on the platen.
2. Apply pressure until the indicator lights show that the image is correct. The program captures the fingerprints
and moves to the next prints to capture. When fingers are missing or damaged the capture program senses the
problem and asks to record a reason. See Annotation for instruction about how to record missing or damaged
fingers.
3. Put the fingers of the other hand on the platen.
4. Apply pressure until the indicator lights show that the image is correct. The program captures the fingerprints
and moves to the thumb prints.
5. Put the indicated thumb in the center of the platen. The thumb must be flat on the platen.
6. Apply pressure until the indicator lights show that the image is correct. The program captures the thumb print
and moves to the next thumb to capture.
7. Apply pressure until the indicator lights show that the image is correct. The program captures the thumb print
and moves to the first rolled fingerprint.
WEBS Enrollment
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The capture program tells you which finger to put on the platen and uses color indicators in the capture
window to show how to adjust the pressure on the fingers. The program senses when the image is
acceptable and captures the print. A correct rolled print includes the fingerprint pattern from one edge of
the fingernail to the other edge. The image must include the finger from the tip to below the first
crease. The program captures the fingerprint when the image is acceptable.
Use the following technique to capture a rolled fingerprint.
1. Put the person in front of the scanner. The person must remain at a right angle to the extended arm. To capture
the best fingerprints, the person and the user must be relaxed.
2. Perform the capture from either side of the person.
3. Control the hand of the person to get the correct finger rotation. Apply pressure on the tip and first knuckle of
the finger. Keep the other fingers away from the platen surface.
4. Make sure that the finger remains flat and straight. Do not bend the finger.
5. Apply the correct amount of pressure for an acceptable rolled fingerprint. The person must remain relaxed
during the capture.
6. Rotate the hand toward the fingers.
7. Capture the finger from one nail edge to the other nail edge. Use the normal movement of the arm to rotate the
hand. The program senses when the print is correct and captures the print.
8. Follow the instructions on the screen and repeat the procedure until all the fingerprints are captured.
Methods to capture the rolled fingerprint
The user can select from two methods to capture a rolled fingerprint:
• Nail-edge-to-nail-edge.
•

Center-to-nail-edge-to-nail-edge

Nail-edge to nail-edge
Note: If you see that the image is incorrect, lift the finger and start again.
1. Place the nail edge of the finger toward one side of the platen
2. Rotate the hand to record the fingertip surface all the way to the opposite nail edge.
3. Do not allow the finger to shift on the platen.
4. Keep the fingertip in contact with the platen.
5. Lift the finger off the platen.
6. Repeat Steps 1-5 for each finger and thumb.

WEBS Enrollment
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Center to nail-edge to nail-edge
Note: If you see that the image is incorrect, lift the finger and start again.
1. Place the finger flat on the center of the platen.
2. Rotate the finger in either direction to the edge of the nail.
3. Pause.
4. Roll the finger all the way to the opposite edge of the nail. Do not allow the finger to shift on the platen.
5. Lift the finger off the platen.

The Enrollment section is a general description of how to enroll a person with WEBS Enrollment. The
information required and the fingerprints required can change with the different configurations of the
product. Ask the administrator or supervisor if you are not sure how to proceed.

This section describes fingerprints and the methods to capture.

WEBS Enrollment evaluates each captured fingerprint for quality. When the quality is better than unacceptable (45
or greater) the program continues. When the quality is unacceptable, the program shows the quality score and a
choice of three actions: Retry, Ignore, and Stop.
o

Select Retry to capture the fingerprint again.

o

Select Ignore to accept the fingerprint.

o

Select Stop to halt the fingerprint capture process.

The following table shows the quality ranges and how they are applied.

Quality
Range
65 to 100

Action
Excellent quality fingerprints that pass the CMT qualification. Do not show the quality
score and submit the prints.

WEBS Enrollment
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Quality
Range

Action

50 to 64

Good quality fingerprints that pass the CMT qualification. Do not show the quality
score and submit the prints.

45 to 49

Marginal quality fingerprints that pass the CMT qualification. Do not show the quality
score and submit the prints.

Less than
45

Unacceptable fingerprints that fail the CMT qualification. Show the quality score and
instruct the user to capture the prints again.

The following list contains the major parts of the enrollment process.

1. Select the workspace to start the enrollment.
2. Import an enrollment or create a new enrollment.
3. Scan a fingerprint card, if card scan is enabled for the workspace.
4. Record the personal information about the person to enroll.
5. Record the physical description of the person to enroll.
6. Enter information about the enrollment transaction.
7. If the fingerprints were not scanned from a fingerprint card, capture the fingerprints of the enrollee.
The fingerprints can be flat fingerprints or flat fingerprints and rolled fingerprints.
8. Capture face photos if required.
9. Capture documents, if required.
10. Correct the validation errors that occur.
11. Save the enrollment. The program saves all the information on the WEBS Enrollment server. The
enrollment is complete and no information about the person remains on the workstation. The user can
continue to another enrollment or view the current list of enrollments created in the current group.
The list appears in the History window.

WEBS Enrollment
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From the Home window, click the Create the Enrollment button. The Create the enrollment window opens.
The type of transaction, the name of the workspace, and the Workstation ID appear next to the window
title.
A list of the categories of information appears on the left-side of the window. The categories can change
with the configuration. Each item in the list is a link to a section of the enrollment. The following
illustration shows a typical Create the Enrollment window. When the user selects a category, the
information required and the entry boxes change. Required information is marked. When the user puts the
cursor over the title of an entry box, a panel appears that describes the information that the user must
enter.

WEBS Enrollment
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The following buttons are visible in the Create the Enrollment window. The buttons are described in the
following table. Each workspace can display a different group of buttons.

Button

Description

Transaction Type

Federal Applicant User Fee (FAUF); Non-Federal Applicant User Fee (NFUF);
Federal Applicant No Charge (FANC), etc.

Workspace

Select the workspace in the Select the Workspace window from the list that
appears when the user selects Enrollment on the Home window.

Workstation ID

Flats and Rolls

WEBS Enrollment

The name of the client workstation.
Click the Flats and Rolls button to start the capture process for flat fingerprints,
followed by a set of rolled fingerprints. See How to capture fingerprints for a
description of the methods to capture flat fingerprints and rolled.
If the user changes the computer or the scanner, the software and license
processes must occur again. Go to Capture flat and rolled fingerprints for
instructions.
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Button

Flats (separate
thumbs)

Description
This button starts the capture process for a set of flat fingerprints. See How to
capture fingerprints for a description of the methods to capture flat fingerprints.
If the user changes the computer or the scanner, the software and license
processes must occur again. Go to Capture flat and rolled fingerprints for
instructions.
This button starts the capture process for a set of flat fingerprints.

Flats only

Clear Prints

Card Scan

This software download is not necessary for future captures of fingerprints. If
the user changes the computer or the scanner, the software and license
processes must occur again. Go to Capture the flat fingerprints for instructions.
Click the Clear Prints button to remove all the captured fingerprints form the
enrollment.
Click the Card Scan button to start the process to scan a fingerprint card into
WEBS Enrollment. When the scan is complete, the fingerprint images from the
card appear in the correct boxes in the Enrollment window.

Create New
Photo Group

Click the Create New Photo Group each time you capture images of an enrollee.
You must create a new photo group (Front Only or Front and Sides) to add the
photos to the enrollment.

Clear Photos

Click the Clear Photos button to remove all the captured photos in the
enrollment.

Validate

Click the Validate button to check that the entries are correct. Validation errors
appear as soon as they are detected whether the validation occurs in the server
or in the workstation/client.

Import Data

Click the Import Data button to import an external EFT record. The button is
created in the Primary Information tab or the Edit the Workspace window. The
administrator selects the Allow Import check box.

Previous

Click the Previous button to return to the first category in the list. The items to
the right of the list change as defined by the configuration.

Next

Click the Next button to move to the next category in the list. The items to the
right of the list change as defined by the configuration.

Transmit

Save to History

WEBS Enrollment

Click the Transmit button to save and send an enrollment that contains no
errors.
Click the Save to History button to save an enrollment that contains errors for
later completion. WEBS saves the enrollment on the server and marks the
enrollment as incomplete. WEBS does not submit the enrollment to the
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Button

Description
destination agency. The user cannot print, download, or resubmit an incomplete
enrollment.

Cancel

Click the Cancel button to leave the enrollment. A window appears that gives
the user the option to return to the enrollment, save the enrollment to
complete later, or cancel the enrollment.

Ask your supervisor or the administrator about how to complete the individual items in a category. The
following characteristics apply to all entry boxes.
o

Put the cursor over the title of the entry box to see a description of the required information and
the format for the entry.
NOTE: The program discards characters that are not allowed, like dashes in the Social
Security Number. The discard action does not apply to content that is cut and pasted into
the box. In that case, the characters remain and can cause validation errors.

o

You must complete entry boxes that are marked: This field is required.

o

You can skip entry boxes with no marking.

o

Entry boxes with an arrow provide a drop-down list of selections.

o

Where the Add button appears, use the button to enter more examples of a category. For example,
the person can have more than one alias.

NOTE: The configuration defines the content and format of the entries. Your configuration
may require that you capture different information. If you are not sure, ask your
administrator or supervisor about how to complete each entry.
1. Record the Personal Information. When the mandatory Information is complete, click the
Next button. The Physical Description section appears.
Note: If a date is unknown, click the Unknown button next to the entry box. A date that
contains all zeroes appears in the box. Click the Unknown button again to remove the
zeroes. This feature complies with requirement that the date entry box must contain a value
if the date is unknown. A validation error still occurs if the zeroes entry is not allowed by a
given agency.

WEBS Enrollment
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2. When the mandatory parts of the description are complete, click the Next button. The Transaction
Data section appears.
3. When the mandatory items of the transaction data are complete, click the Next button. The Additional
Information section appears.
4. When the mandatory items of additional information are complete, click the Next button. The
Fingerprints section appears.

WEBS Enrollment
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The Fingerprints section can contain the following buttons: the Flats and Rolls button, the Card Scan button, the
Flats (separate thumbs) button, the Flats only button and the Clear Prints button. See The buttons in the Enrollment
window.

Before the first capture of the fingerprints, the WEBS Enrollment server makes sure that the correct
software and license are installed in the computer. When required, the server sends the correct software
and software license to the computer. This software download is not necessary for future captures of
fingerprints with the same computer and scanner. When the computer or the scanner change, a new
software download is required.
The user can capture fingerprints with two methods, flat fingerprints and rolled fingerprints.

WEBS Enrollment
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The user can scan fingerprints from a fingerprint card. WEBS Enrollment puts the fingerprint images in the
correct locations in the Enrollment window. The administrator must load the correct drivers for the
scanner. The flat-bed scanner must be connected to the workstation computer.
The following steps scan a fingerprint card.
1. Start the flat-bed scanner.
2. Put the fingerprint card on the scanner bed.
3. In the Enrollment window, click the Card Scan button. The Capture Prints window appears.

The scanner scans the card. When the scan is complete, the fingerprint images appear in correct
positions in the Enrollment window.
4. Complete the remaining categories of the enrollment.

To capture a set of flat fingerprints, the user clicks Flats Only button or Flats (separate thumbs). The capture
window appears and guides the user through the capture the four fingers of each hand and the thumb of each hand.
The process ends and the program displays the fingerprints in the four boxes marked Flats in the Create the
Enrollment window.

WEBS Enrollment
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The following steps capture the flat fingerprints.
1. In the Fingerprints tab, click the Flats Only button. The Capture Prints window appears. This example of
the Capture Prints window shows flat fingerprints. The window contains the following elements.

•

The instruction area where the program instructs the user which fingerprints to capture.

•

Four boxes below the instruction area. When the window appears, the boxes are yellow. When
the user puts a finger on the scanner platen, the boxes display the status for each image.

Color Action required
Yellow
Red

The pressure is more than required for a correct fingerprint image. Reduce the
pressure

Gray

The pressure is less than required for a correct fingerprint image. Increase the
pressure.

Green
•

The program cannot find the finger. Put the finger on the platen

The pressure is correct.

The area where the fingerprint images appear is below the four boxes.

WEBS Enrollment
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•

An icon for the right hand appears to the right of the image area. The thumb and fingers of the
hand are visible. The fingers to capture appear orange in color.

•

An icon for the left hand appears to the left of the image area. The thumb and four fingers of
the hand are visible.

•

The Force a Capture button allows the user choose when to start the capture sequence. For
example, if the fingers of one hand are missing, click the Force a Capture button for the
program to display the Annotation window where you can indicate which fingers are missing.
The program ignores that hand and captures the fingers that are present. See Apply
annotation.

•

The Close button closes the Capture Prints window.

2. Follow the instructions in the window to capture the fingerprints. If a finger is missing or the user
cannot capture the fingerprint, the program asks for an annotation. See Apply annotation for
instructions about how to indicate that a finger is missing or cannot be printed.
3. When the fingerprint capture is complete, click the Next button at the bottom of the tab. The
Validation Errors tab appears.
4. If there are no validation errors, click the Save button. The program saves the enrollment and you
see a window that confirms that the enrollment is saved.
5. If there are validation errors, correct the errors and click the Save button.
6. The capture process is complete. The user can start another enrollment or go to the list of
enrollments in the History window.

To capture a set of rolled fingerprints, the user must first capture a set of flat fingerprints as described in Capture
the flat fingerprints. The process does not end with the capture of the flat fingerprints.

NOTE: The flat fingerprints are used as a reference to make sure that the correct finger is
on the scanner for each rolled fingerprint. For this reason, if the user recaptures a flat
fingerprint, the rolled fingerprint that the recaptured fingerprint referenced is discarded.
The user must recapture that rolled fingerprint.
The user captures a rolled fingerprint of each finger when indicated by the program. The process ends and the
program displays the fingerprints in the fourteen boxes marked Right, Left, and Flats in the Create the Enrollment
window.

WEBS Enrollment
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The following steps capture the rolled fingerprints.

1. In the Fingerprints section, click the Flats and Rolls button. The Capture Prints window appears. This
example of the Capture Prints window shows a rolled fingerprint. The window contains the following
elements.

o

The instruction area where the program tells the user which fingerprints to capture.

o

There are window appears, the boxes are yellow. When the user puts a finger on the scanner
platen, the boxes display the status for each image. four boxes below the instruction area.
The area where the fingerprint images appear is below the four boxes.

Color Action required
Yellow

The program cannot find the finger. Put the finger on the platen

Red

The pressure is more than required for a correct fingerprint image. Reduce the
pressure

Gray

The pressure is less than required for a correct fingerprint image. Increase the
pressure.

Green

WEBS Enrollment

The pressure is correct.
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o

A left hand icon appears to the left of the image area. The thumb and four fingers of the hand
are visible.

o

A right hand icon appears to the right of the image area. The thumb and fingers of the hand
are visible. The fingers to capture are orange in color.

o

The Force Capture button allows the user to choose when to start the capture sequence. For
example, if the fingers of one hand are missing, click the Force Capture button for the program
to display the Annotation window where you can indicate which fingers are missing. See Apply
Annotation.

o

The Close button stops the capture process and closes the Capture Prints window.

2. Follow the instructions in the window to capture the fingerprints. See How to capture fingerprints to learn
about the methods to capture fingerprints.
3. Capture the flat fingerprints. The capture process uses the flat fingerprint image to make sure that the correct
finger is used for the rolled fingerprint.

4. Follow the instructions to capture the rolled fingerprints. The program ignores a finger that the user
annotates. See Apply Annotation.
5. When the capture of the fingerprints is complete, click the Validate button at the bottom of the tab.
The list of Validation errors appears with a description of each entry and a message that describes the
error.
6. If there are no validation errors, click the Save button. The program saves the enrollment and you see a
window that confirms that the enrollment is saved.
7. If there are validation errors, correct the errors and click the Save button.
8. The capture process is complete. The user can start another enrollment or go to the list of enrollments
in the History window.

WEBS Enrollment
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The following steps recapture a flat fingerprint.
NOTE: The program captures all the fingers on the hand at the same time for flat fingerprints.
The program captures each thumb separately.
NOTE: The program cannot recapture annotated fingers.
1. Put the cursor in the box that contains the fingerprint to recapture. The Recapture button appears in
the box.
2. Click the Recapture button. A confirmation message appears.
3. Click the OK button. The Capture Prints window appears.
4. Recapture the flat fingerprints.

The following steps recapture a rolled fingerprint.
NOTE: The program cannot recapture annotated fingers.
1. Put the cursor in the box that contains the fingerprint to recapture. The Recapture button appears in
the box.
2. Click the Recapture button. The Capture Prints window appears.
3. Recapture the rolled fingerprint.

The system provides the user with the ability to identify annotated fingers before capturing fingerprints.
NOTE: The Annotated First option must be checked in the Edit the Workspace window before
applying this feature.
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The following procedures describes how to apply annotation features.

1. Select Flats and Rolls or Flats Only from the top of the Create the Enrollment window. The Select
Annotations pop-up menu appears. If it does not appear, check the workspace settings with your
Administrator. The Administrator First option must be activated in the Edit the Workspace window for
this enrollment.

2.

Select and click on the fingers to be annotated during the capture process.
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3. Select the Annotation type (reason) from the pop-up menu. The selected fingers will be marked
with the code associated with the annotation. The colors of those fingers will change from orange to
black.
•

XX for an amputated finger

•

UP for a finger that the user cannot capture

•

Undo annotation to indicate that the annotation is an error and return to the capture window

4. Click the Continue button. You are now ready to capture the fingerprints.
5. During the capture process, the annotated fingers are displayed within the Capture Prints window.
NOTE: During the roll workflow, the system automatically skips those fingers that were
previously annotated.
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1. Click the Validate button on the Create the Enrollment window. A table of all the required items that
are not complete appears. The total number of errors appears in the Validation Errors section of the
Enrollment window.
2. Refer to the table and complete the items. When you complete the items, you see a confirmation
message.
3. Click the Save button to save the enrollment.

The History table contains information about the enrollments that the current user, and the users in the
same groups as the current user, complete and store on the WEBS server. The History window has an
Enrollments tab, a Submissions tab, and a Responses tab.

The Enrollments tab allows the user to view the status of the enrollment. The following table shows the
conditions and the drop-down menus that are linked to the conditions.
The Submissions tab lists the enrollments submitted to a receiving agency.
The Responses tab is a list of the responses to submitted enrollments that return from the receiving
agency.
The window also contains a Search box, a display of the number of records and has a drop-down list of the
number of records to display.
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Enrollments appear in the Enrollments tab of the History table.

To sort the History table use the following procedure.
1. Click a table header to sort the table in alphabetic or numeric order by the contents of the column. The
data in the table reflects the action.
2. Click the Refresh

button on the browser to return the table to the preset arrangement.

NOTE: The IE9 browser displays the Search button and entry boxes at the bottom of the History
table. The IE10 and later browsers and the Chrome display the Search button and entry boxes at
the top of the History table.
Use the following procedure to search for enrollments.
1. Enter the search parameter in the entry box for each column of the table to search. All the parameters
must apply. For example, with two parameters WEBS Enrollment displays results that contain the first
parameter AND the second parameter. Enrollments that contain fewer than all three parameters do
not appear in the results.
2. Press the Search button.
3. The results appear in the History table. The user can enter additional parameters or remove
parameters. The search responds to the changes and displays the new results.
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4. To return to the full History table, remove the parameters and press the Search button or the Refresh
button on the browser.

This feature allows the user to export information in a CSV file format. Its purpose is to allow users to export data
shown on the screen for off-line review or custom reporting activities.
Use the following procedure to export data for review or reporting.

1. Click the Report CSV button. A message appears to confirm if you want to export the data.
Note: The export includes only the records returned on the screen. If the information was
filtered by the Search feature, only those results will be included in the CSV file.
2. Click the Report CSV button to export the data, or click Cancel to return to the Transactions page.
3. The CSV file is downloaded with the option to open or save the file to your computer.
Note: The display and options may vary depending on your browser settings.

Cross Match can configure WEBS Enrollment to store specified personal information in the database for
future searches. Configured fields appear in an added column in the History table. The user can search for
the personal information items in the column. The following conditions apply:
o

The information in the fields is preset.

o

The user cannot change the information.

o

The search capability does not include advanced feature like multiple conditions, ranges, etc.

The View the Enrollment window displays all the contents of the enrollee record. The user can view the
information but cannot change the information. To see the details of the enrollment, use the following
procedure.
1. Select the enrollment in the History table.
2. Click the Details

icon on the left side of the enrollment row. The View the Enrollment window

appears. The window is like the Create the Enrollment window. The TCN, the transaction type, the
workspace and the list with links to each section of the enrollment record appear in the window. The
window displays the categories of information in the enrollment.
3. Click a category to see the details about the enrollee.
4. Click Fingerprints to the fingerprint images.
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5. When the review is complete, click the Back arrow in the browser window to return to the History
window.
View the EBTS Details for an enrollment
WEBS Enrollment allows the user to see the EBTS details of an enrollment, to include all the fields with field numbers
and mnemonics.
Use the following procedure to see the EBTS details.
1. In the History window, click the Details

icon in the enrollment record. The View the Enrollment window

appears.
2. Click the More Info button. The View the EBTS Details window appears. The window displays the Transaction
Control Number (TCN), three category buttons (Transaction Data Type 01, Biographics Type 02, and
Fingerprints Type04) and a table with the details for the selected category. The table includes the Field
Number, the Name of the field, the Mnemonic and the Value in the field. The window opens with the
Transaction Data Type 01 category selected and the Transaction Data table displayed.

Note: A Plus icon in the Field Number column indicates that there are hidden fields. Click
the icon to see the hidden fields and their values.
3. Click the Biographics Type 02 button to see the Biographics table of fields for the enrollment.
4. Click the Fingerprints Type 04 button to see the enrollee fingerprints, including annotations for missing or
damaged fingers.

The Plus icon to the left of the enrollment indicates that a submission exists. Use the following
procedure to see the details about the submission. If the re-enrolled file was imported through Store and
Forward, the Source will say "SNF." If the re-enrollment originated from WEBS Enrollment, the Source will
say "WEBS."
1. Click the Refresh button to refresh the History table.
2. In the History table, click the Plus

icon next to the enrollment. A sub-table that contains the

submission information appears below the enrollment line. You can click the Minus

icon next to the

submission to return to the enrollment, if desired.
3. Click the Details

icon to the left of the submission line. The Submission Details window appears with

information about the submission and the responses to the submission.
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You can use the Resubmit feature to send an enrollment to more than one destination agency. The
enrollment must be completed.
1. Click the Down-arrow

icon next to the name of the enrollee. A drop-down menu appears.

2. Click Resubmit to start the process. The Resubmit the Enrollment window appears. The enrollment is in
the Edit mode.
3. Make the required changes.
4. Click the Transmit button to resubmit the enrollment, or click the Save to History button to save the
enrollment. WEBS creates a copy of the enrollment and saves the copy with a new transaction control
number (TCN). The enrollment appears in the Enrollments tab of the History table.

Note: You cannot edit a completed enrollment. The enrollment must be incomplete.
1. Click the Down-arrow icon next to the name of the enrollee. A drop-down menu appears.
2. Click the Edit

icon. The selected enrollment record appears.

3. Complete the enrollment or save it to edit later.

In the View the Enrollment window, click the Print Card button. The Print Form window appears. The window shows
the administrator printer and a status icon for the printer.

The following requirements must be met to print a form or a fingerprint card.
o

The user must select a printer and a form to print the enrollment. The printer options are those
configured by the administrator in the Settings window. The form options are controlled by the
configuration for the Type of Transaction (TOT).

o

If no printer names or form names are selected, the user cannot print the card or the form.
Note: The printed output is sent to the printer for the WEBS server.

Note: The permission to delete an enrollment is reserved for the administrator.
This feature removes the following from the WEBS server:
o

The EFT file

o

The database information for the enrollment

o

The database information for the related submissions

o

The EFT files from the related responses

o

The database information for the related responses
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Delete multiple enrollments

Use the following procedure to delete multiple enrollments.
1. In the History window, activate the check box for the enrollments you want to remove from the list.
To remove all enrollments, activate the check box in the heading row.
2. Click the Delete button. A confirmation message appears.
3. Click OK to delete the record, or click Cancel to return to the History window.
Delete individual enrollments

Use the following procedure to delete the enrollment.
1. In the History window, click the enrollment in the list of enrollments.
2. Click the Down-arrow

icon. A drop-down menu appears.

3. Click the Delete command. A confirmation message appears.
4. Click OK to delete the record, or click Cancel to return to the History window.
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Submissions appear in the Submissions tab of the History window.

To sort the submissions table use the following procedure.
1. Click a table header to sort the table in alphabetic or numeric order by the contents of the column. The
arrangement of the data in the table reflects the action.
2. Click the Refresh

button on the browser to return the table to the preset arrangement.

NOTE: The IE9 browser displays the Search button and entry boxes at the bottom of the History
table. The IE10 and later browsers and the Chrome display the Search button and entry boxes at
the top of the History table.
Use the following procedure to search for submissions.
1. Enter the search parameter in the entry box for each column of the table to search. All the parameters
must apply. For example, with two parameters WEBS Enrollment displays results that contain the first
parameter AND the second parameter. Enrollments that contain fewer than all three parameters do
not appear in the results.
2. Press the Search button.
3. The results appear in the History table. The user can enter additional parameters or remove
parameters. The search responds to the changes and displays the new results.
4. To return to the full History table, remove the parameters and press the Search button or the Refresh
button on the browser.
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This feature allows the user to export information in a CSV file format. Its purpose is to allow users to export data
shown on the screen for off-line review or custom reporting activities.
Use the following procedure to export data for review or reporting.

1. Click the Report CSV button. A message appears to confirm if you want to export the data.
Note: The export includes only the records returned on the screen. If the information was
filtered by the Search feature, only those results will be included in the CSV file.
2. Click the Report CSV button to export the data, or click Cancel to return to the Transactions page.
3. The CSV file is downloaded with the option to open or save the file to your computer.
Note: The display and options may vary depending on your browser settings.

Use the following procedure to see all the actions that have affected the submission.
1. In the History window, click the Submissions tab. The list of submissions appears.
2. Click the Details

icon next to the submission. The Submissions Details window appears. There are

two tables in the window. The Primary Information table displays the TCN, the Destination email
address, the Status, and the Status date. The Status value (for example, Sent) is a link.
3. Click the link. The Submission History widow appears.
4. Use the Search window as required to filter the results.
The Responses table contains the responses received from the agency that are related to the submission.
The table displays the Response Type (Reject
name and the date the response arrived.

, Hit

, or No Hit

), the TCN, the Agency

5. When the review is complete, click Submissions in the bread crumbs above the window title. The
Submissions tab of the History window appears.

The Responses tab in the History window contains all the valid responses received for submissions created in the
groups of which the current user is a member. The table of responses contains the TCN, the TCR, the type of
response, the name of the Agency that received the submission, and the date the Response server received the
response.
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The Responses tab contains the following features: a refresh button, a search window, an indicator of how many
records of the total number of records are displayed, and the method to define how many records are displayed.

To sort the table of Responses use the following procedure.
1. Click a table header to sort the table in ascending or descending alphabetic or numeric order by the
contents of the column. The data in the table reflects the action.
2. Click the Refresh

button on the browser to return the table to the preset arrangement.

NOTE: The IE9 browser displays the Search button and entry boxes at the bottom of the History
table. The IE10 and later browsers and the Chrome display the Search button and entry boxes at
the top of the History table.
Use the following procedure to search for responses.
1. Enter the search parameter in the entry box for each column of the table to search. All the parameters
must apply. For example, with two parameters WEBS Enrollment displays results that contain the first
parameter AND the second parameter. Enrollments that contain fewer than all three parameters do
not appear in the results.
2. Press the Search button.
3. The results appear in the History table. The user can enter additional parameters or remove
parameters. The search responds to the changes and displays the new results.
4. To return to the full History table, remove the parameters and press the Search button or the Refresh
button on the browser.
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This feature allows the user to export information n a CSV file format. Its purpose is to allow users to export data
shown on the screen for off-line review or custom reporting activities.
Use the following procedure to export data for review or reporting.

1. Click the Report CSV button. A message appears to confirm if you want to export the data.

2.

Note: The export includes only the records returned on the screen. If the information was
filtered by the Search feature, only those results will be included in the CSV file.
Click the Report CSV button to export the data, or click Cancel to return to the Transactions page.

3.

The CSV file is downloaded with the option to open or save the file to your computer.
Note: The display and options may vary depending on your browser settings.

Use the following procedure to see the details of a Response.
1. In the History window, select the Responses tab. The table of responses appears. The table displays the
TCN the TCR, the Response Type , the Agency name and the Date the response arrived. The following
table shows the response Conditions and the icons that appear to the Administrator, the Supervisor,
and the Operator. The Operator does see the details of the response.
Condition

Administrator

Supervisor

Operator

There is a match in the database.
There is no match in the database.
The record contains an error.
Security Manager alert

2. Click the Details

icon for a response in the table. The View the Response EBTS window appears. The

window contains the TCN, a Transaction Data button (the button is selected), a Biographics button,
and the Transaction Data table. The table appears when the Transaction Data button is selected. The
Transaction Data table contains the Field number, the Field Name, the Mnemonic for the data item,
and the Value in the field.
3. Click the Biographics button to see the Biographics table. The types of data in the table are the same as
the data types in the Transaction Data table.
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4. If the response is a Hit, click the

button to see the full text of the Electronic Rap Sheet.

5. Click the Close button to return to the View the Response EBTS window.
6. Click the return arrow on the browser twice to return to the Responses tab in the History window.
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